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EPCGIlobal Network

* Distributed infrastructure that enables physical objects to be
connected to the Internet by using RFID technologies

 EPC: Electronic Product Code

- Family of coding schemes to uniquely identify physical objects

* ONS: Object Name Service

— Directory service that maps EPCs to Internet services



Electronic Product Code

» Successor of optical barcodes

« Sample representation of the EPC GID-96:

ELECTRONIC PRODUCT CODE

012B5F

Object class

000034DA0

Serial number

Identifies the EPC version number, e.g., GID-96




Electronic Product Code

« The EPC number is stored in an electronic label

« Using Radio Frequency technology, it “communicates” the code

ELECTRONIC PRODUCT CODE

* Low-cost RFID labels

-ISO/IEC 18000
-EPC Class 1 Generation 2 (Gen2)




EPC GenZ2 tags

ELECTRONIC PRODUCT CODE

Memory
Circuitry

Memory Circuitry \

- Very limited (less than 1000 bits)
- One part stores the EPC number; the rest is available to the user
- Read only write-once or Read/write




EPC GenZ2 tags

ELECTRONIC PRODUCT CODE

Memory
Circuitry

/ Logic Circuitry \

- Execution of queries
- Anti-collision procedures
- Control for specific commands




EPC GenZ2 tags

ELECTRONIC PRODUCT CODE

Memory
Circuitry

/ RF Circuitry\

- Antenna pads
- Demodulation/Modulation circuits
- Capacitor/rectifier for storing energy and power the circuits




Tags & readers
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ample EPC networ
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Sample EPC network
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ELECTRONIC PRODUCT CODE

» Low-cost RFID labels
- Very limited storage & computational power
- EPC is only the key to request further data




Interoperability between EPC Networks
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Threats to EPC networks

« Can target the different components of the infrastructure

« We focus on threats targeting the wireless channel between
readers and tags & the ID resolution on the Internet



Threats to EPC networks
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Threats to EPC networks

EPC network A
EPC network B
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Threats targeting the wireless channel

Security features on EPC are minimalist
— Kill & Access command

Communication over insecure channel
- Lack of authentication & confidentiality

Read-range distances sufficient to allow eavesdropping ...
- ... If we consider a dishonest third party using highly sensitive
receivers, special antenna, etc.



Eavesdropping reader channel

Operating range (~ 10 m.)
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Rogue scanning
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Operating range (~ 10 m.)
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Eavesdropping of reader-to-tag communications
(~ 1000 m.)
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Disclosure of information

Which information can be disclosed? the EPC number
associated to a tagged object

ELECTRONIC PRODUCT CODE

35 ( 006A13A ‘ 012B5F ‘ 000034DAO0
Header Manufacturer Object class Serial number

Can lead to clandestine inventory, tracking, profiling, ...

— For retailers, impact might be rated as medium
— For holders of objects on health care or military scenarios,
Impact can be rated as high



How to deal with these threats ?

« Shielding, jamming, blockers, guardians, ...
— It may work on some RFID applications
— Requires the management of new components

« Use of low-overhead and lightweight authentication
— Pseudo-randomness and XOR masking



Lock-based Access Control

2. proof(s)
Reader 3. pseudolD

<&
<«

IDx,s,pseudolD

1. pseudolD «— s

Readers and tags share a common secret (s)
When tag receives a proof of this secret, it locks itself
— when interrogated, it only responds with a pseudonym

Tag unlocks itself when it receives again a proof of secret



Lock-based Access Control

2. proof(s)
Reader 3. pseudolD

<&
<«

IDx,s,pseudolD

1. pseudolD «— s

— It may handle eavesdropping and rogue scanning, but still allows location &
tracking

- Adversaries should not be able to get useful information about the item for
tracking or discovering tag identity !



Randomized Lock-based Access Control

2. Select random R
1. Query

Reader §

3. R,proof(S,, R)

4. Searches proof(S,, R)

[Garcia-Alfaro, Barbeau, Kranakis, 2009] A Proactive Threshold Secret Sharing
Scheme Handling Gen2 Privacy Threats, March 2009.
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Proof-of-concept
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000 EPC C1G2 Reader
|

S=Proj(Pool(1:18,1:10)) mod 31: Pool of shares:

2320 24 16 01 19 26 03 28 26 30 18 01 19 29 04 26 18 26 18 03 10 02
2029 13 07 11 08 22 07 08 00 18 26 23 24 12 00 12 13 19 06 15 03 29
24 13 02 00 03 20 17 03 20 29 06 08 08 24 16 02 00 26 07 28 11 22 16
16 07 00 12 23 28 02 07 20 17 20 09 08 16 19 21 11 00 2124 05 15 30
01 11 03 23 14 04 17 26 23 20 24 09 04 26 10 30 03 25 15 16 24 06 18
19 08 20 28 04 07 12 18 20 14 27 01 07 20 13 20 18 23 24 27 23 29 06
262217 0217 12 11 24 11 27 29 28 23 02 28 13 30 10 04 14 16 23 03
03 07 03 07 26 18 24 14 21 01 30 08 26 05 15 20 15 06 16 08 08 16 10
28 08 20 20 23 20 11 21 17 09 18 23 21 15 26 28 22 12 03 30250213
26 00 29 17 20 14 27 01 09 18 22 03 27 04 16 05 06 14 14 05 20 26 20
30 18 06 20 24 27 29 30 18 22 03 2219 29 27 1329 13 27 2217 08 26
18 26 08 09 09 01 28 08 23 03 22 08 16 10 08 09 23 08 30 11 10 07 04
01 23 08 08 04 07 23 26 21 27 19 16 28 15 08 04 14 22 11 0129 19 09
19 24 24 16 26 20 02 05 15 04 29 10 15 09 18 23 25 11 0113 28 20 14
29 12 16 19 10 13 28 15 26 16 27 08 08 18 12 23 30 24 17 23 30 18 01
04 00 02 21 30 20 13 20 28 05 13 09 04 23 23 29 01 26 0519 19 21 27
26 1200 11 03 18 30 15 22 06 29 23 14 25 30 01 02 30 12 21 02 25 22
18 13 26 00 25 23 10 06 12 14 13 08 22 11 24 26 30 20 23 0214 01 25

0102030405060708091011121314151617 18

Info about last item:

Bin:0111011101001101010111011101101 1 110010011 190 bits)
Hex:Ox0EIDOG1SIBIGIAOA91S0S10081C13110414 (18 clements)
Veer|14:29:06:21:27:22:26:10:09:24:05:16:08:28:19:17:04:20] (18 elements)

Already in pool.

{linearly dependent with respect to share Pool[14])

(" Info about lastitem ) ( ONS lookup ) (10-18sim. ) ( 02-03sim. ) ( +1 ) ( Clear ) ( Reset )




S=Proj(Pool(1:18,1:10)) mod 31: Pool of shares:
13 27
5 01
18

26 10
0102030405060708091011121314151617 18

Info about last item:

Bim:0L1IOTT101OTTOT0T0TTI0TTIOTI0T TOTOO LO T T LT TOMMMMILOT TOMMMMY T T T T TOOT T TN T T TOTHY (M) Dits)
Hex:AxOETDOGISTB I6IAOAMISOS NS TCI3T 10414 (18 elements)
Veo:[14:29:06:21:27:22:26:10:09:24:05:16:08:28:19:17:04:20] (18 elements)
Already in pool.

{linearly dependent with respect to share Pool[14])

( Info about last item ) ( ONS lookup ) ( 10-18 sim. ) ( 02-03 sim. ) ( +1 ) ( Clear ) ( Reset )




S=Proj(Pool(1:18,1:10)) mod 31:

2320241601 192603 28 26 301801192904 26 18
20291307 110822070800 18 26232412001213
241302000320170320290608082416020026
16 07 001223280207 2017200908 16 19 21 11 00
01 110323140417 26 23 20240904 26 10 3003 25
1908 2028 04 07 1218 20 14 27 01 07 20 13 20 18 23
2622170217 121124 11272928230228133010
03070307 2618 241421013008 260515201506
2808 2020232011211709 18 23 211526 28 2212
26002917 2014270109 18 2203 27 04 16 05 06 14
301806202427293018220322192927132913
182608090901 28 08 23032208 16 1008 09 23 08
01 2308080407 23262127191628 15080414 22
192424162620020515042910150918 232511
291216191013 28 1526 16 27 08 08 18 12 23 30 24
04 0002 21 302013202805130904 2323290126
2612001103 18 3015220629 23 142530010230
181326002523 1006 12141308 22 11 24 26 30 20

Info about last item:

Bin: 0111011101001 1010101 10T TIOTT0T IO TOOTO LM 1011 LOMMMMI LT TOMMMM LK T TTO0 1001 T TMMY LTI TO 10 (94 bits)

Hex:AixOETDOGISTB I6IAOAMYISOSHOSTCI3T 10414 (18 elements)
Veo:[14:29:06:21:27:22:26: 10:09:24:05:16:08:28:19:17:04:20] (18 elements)
Already in pool.

{linearly dependent with respect to share Pool[14])

Pool of shares:
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( Info about last item ) ( ONS lookup ) ( 10-18 sim. ) ( 02-03 sim. ) ( +1 ) ( Clear ) ( Reset )




Contributions of our Proposal

Compact: shares fit into the memory of EPC tags (90 to 270
bits)

Proactive: tags can renew their shares without changing the
initial secret

Robust: our scheme guarantees strong security

Anonymous: process does not require tag identities



Conclusions

Evolution of optical barcodes
May lead to privacy violations
Threats to wireless channel between readers and tags

Countermeasures to increase technical difficulties



